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Oracle Fusion Cloud Applications - 
Securing Applications 
 
 
Here are links to the complete document Oracle Fusion Cloud Applications - Securing 
Applications: 
(If the HTML link is outdated there will be a prompt to go to the latest version and from there 
download the PDF file.) 
 
https://docs.oracle.com/en/cloud/saas/applications-common/25d/facsa/index.html 

 
https://docs.oracle.com/en/cloud/saas/applications-common/25d/facsa/securing-
applications.pdf 
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1 Introduction 
 
 About This Guide 
 Role Types 
 Role Inheritance 
 Duty Role Components 
 Aggregate Privileges 
 Guidelines for Configuring Security in Oracle Applications Cloud 
  

2 Security Console 
 Overview 
 Configure the Security Console 
 Retrieve Latest LDAP Changes 
 Security Visualizations 
 Options for Viewing a Visualization Graph 
 Visualization Table Display Options 
 Generate a Visualization 
 Simulate Navigator Menus in the Security Console 
 Analytics for Roles 
 Analytics for Data Resources 
 FAQs for Security Console 
  

3 Implementation Users 
 
 Overview 
 User Accounts 
 User Account Details 
 Add User Accounts 
 Compare Users 
 Copy Roles from One User to Another 
 Guidance for Assigning Predefined Roles 
 Assign Roles to an Existing User 
 Reset Passwords 
 Delete User Accounts 
 How to Get User Sign-in Sign-out Information? 
 Create Notification Templates 
 Synchronize User and Role Information 
 Reset the Cloud Service Administrator Sign-In Details 
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4  User Categories 
 
 Overview of User Categories 
 Define Password Policy 
 Enable Notifications 
 Add Users to a User Category 
 Notifications for Users Based on Status 
 Configure a Custom Password Policy 
 Enable Multifactor Authentication 
 Enable Passwordless Authentication 
 FAQs for User Categories 
 

5  Application Users Management 
 
 Overview of Application Users 
 User and Role-Provisioning Setup Options 
 User Account Creation Option 
 User Account Role Provisioning Option 
 User Account Maintenance Option 
 Set the User and Role Provisioning Options 
 Provision Abstract Roles to Users Automatically 
 Users 
 User Accounts 
 FAQs for Application Users Management 
 

6  Data Security Policies 
 
 Data Security 
 Advanced Data Security 
 How Data Resources and Data Security Policies Work Together 
 FAQs for Data Security Policies 
 

7  Role Provisioning, Role Assignments, and Role 
Configuration 

 
 Role Mappings 
 Create a Role Mapping 
 Role Provisioning and Deprovisioning 
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 Autoprovisioning 
 User and Role Access Audit Report 
 Data Access 
 Assign Data Access to Users 
 Revoke Data Access from Users 
 View Role Information Using Security Dashboard 
 Review Role Assignments 
 Review Role Hierarchies 
 Compare Roles 
 Create Roles in the Security Console 
 Role Copying or Editing 
 Security Console Role-Copy Options 
 Copy Job Role and Abstract Role 
 Edit Job Role and Abstract Role 
 Create Job Role and Abstract Role from Scratch 
 Copy and Edit Duty Roles 
 Assign Roles for Access to Manage Scheduled Processes 
 Roles That Give Workflow Administrators Access 
 User Role Membership Report 
 Create a Custom Role with Limited Access 
 Manage Roles in Custom OAuth Client Applications Using Application Extensions Page 
 FAQs for Role Provisioning, Role Assignments, and Role Configuration 
 

8  Location-Based Access 
 
 Overview of Location-Based Access 
 How Location-Based Access Works 
 Enable and Disable Location-Based Access 
 FAQs for Location-Based Access 
 

9  Single Sign-On 
 
 Oracle Applications Cloud as the Single Sign-On (SSO) Service Provider 
 Configure Single Sign-On 
 FAQs for Single Sign-On 
 

10  API Authentication 
 
 Configure Outbound API Authentication Using JWT Custom Claims 
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 Configure Outbound API Authentication Using Three Legged OAuth Authorization Protocol 
 Configure Inbound Authentication 
 Is there a recommended format for the public certificate? 
 11Export and Import of Security Setup Data 
 Export and Import of Security Console Data 
 Export and Import HCM Security Setup 
 

11  Security Certificates 
 
 Overview 
 Types of Certificates 
 Sign a X.509 Certificate 
 Import and Export X.509 Certificates 
 Import and Export PGP Certificates 
 Delete Certificates 
 
 


